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Presentation Overview 

ÁA few privacy updates

Á95Ωǎ ǊƻƭŜ

ÁPrivacy on campus

ÁUsing financial aid data 

ÁQ & A
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Student Privacy @ ED

ÅProcessing complaints:  
üFPCO, the Family Policy Compliance Office

ü700+ per year 

ÅHelp and Technical Assistance:  
üPTAC, the Privacy Technical Assistance Center

ü15,000+ phone calls/year

ü3,000+ emails per year from school officials

ÅPolicy Development
üLOTS of new policy documents, but still unanswered questions
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FERPA:  Forty Three and Holding
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Disclosures Under FERPA

The general rule under FERPA is that institutions cannot 
ƳŀƪŜ άŘƛǎŎƭƻǎǳǊŜǎέ ǿƛǘƘƻǳǘ ǘƘŜ ǎǘǳŘŜƴǘΩǎ ǇǊƛƻǊ ǿǊƛǘǘŜƴ 
consent.  

And just about every data use is considered a disclosure 
under FERPA
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Selected Exceptions to Consent
ÅSchool officials with legitimate educational interests ;

ÅAudit/evaluation;

ÅStudies;

ÅAdministering financial aid

ÅHealth or safety emergency; and 

ÅDirectory information.

and many more exceptions é.
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Exceptions are Permissible, 
not Required!

FERPA will never requirean institution 
to share student information.  
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Yes, we know FERPA is confusing.  
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{ƛƴŎŜ ¸ƻǳ όŘƛŘƴΩǘύ !ǎƪ ΧΦ
The most common phone call relating to higher ed is 
ŦǊƻƳ ŀƴ ƛǊŀǘŜ ǇŀǊŜƴǘ ōŜŎŀǳǎŜ ŀ ŎƻƭƭŜƎŜ ǿƻƴΩǘ ǎƘŀǊŜ 
ƘƛǎκƘŜǊ ŎƘƛƭŘΩǎ ƎǊŀŘŜǎκƛƴŦƻǊƳŀǘƛƻƴΦ  
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And FERPA is NOTthe reason for this!
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Big Data in Higher ED

/ŀƳǇǳǎŜǎ Ŏŀƴ ōŜ άŘŀǘŀ ŦŀŎǘƻǊƛŜǎέ
üTraditional student information (grades, attendance, etc.)

üMobile device information (geolocation, e.g.)

ühƴƭƛƴŜ άŎƭƛŎƪǎǘǊŜŀƳέ Řŀǘŀ

üUniversity Hospitals and clinics

üResearch data 

üBadge and swipe information
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And yes ςby their nature, students can be 
challenging data subjects.  
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What is the data being used for?
¢Ƙƛƴƪ ōŜȅƻƴŘ ǘǊŀŘƛǘƛƻƴŀƭ ǎŎƘƻƻƭ ŦǳƴŎǘƛƻƴǎ ǘƻ ƛƴŎƭǳŘŜ ΧΦ

ÅAccountability
ÅCivil rights
ÅPersonalized learning 
ÅImproving outcomes
ÅImproving safety
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